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1. SCOPE. REGULATION

1.1. This privacy policy (the “Policy”) governs the privacy terms of our website, located at https://sky.pro/ (the 
“Website”), mobile application Skypro and the tools with which we provide you (altogether referred to as the “Services” or 
the “Platform”). 

1.2. The Policy is a legal statement, which explains how SKYENG (ОАНО ДПО «СКАЕНГ»)., registration number 
1187700001686, address: 109004, Alexander Solzhenitsyn st., 23А, bld. 1, flat. Эт/Пом/Ком 3/Ш/1-7, Moscow, Russia (the 
“Company” or “we”), collects, retains, processes, and transfers the data about you which we receive when you access or use 
the Platform (the “Personal Data”).

1.3. You accept the Policy by using any of the Services.

1.4. Please, read the Policy carefully, as it will help you to make informed decisions about sharing your Personal Data with 
us.

2. INFORMATION WE COLLECT

2.1. We collect several types of the Personal Data for various purposes to provide you with the Services and to improve 
them:

2.1.1. information you give us. You give it by filling in forms on the Platform, or by communicating with us, for example, 
via e-mail, phone, messengers or social networks. It includes the information you provide us with when you register to use the 
Platform. If you contact us, we will keep a record of that correspondence. The information you give us may include the 
following Submitted Data:
Type of information Which information exactly we collect
2.1.1.1. contact and personal full name, date of birth, gender, language, home address (city and region), email 

address, phone number, Skype login, WeChat ID (for users in China), education (for 
tutors and other contractors)

2.1.1.2. account username, password, account settings and preferences
2.1.1.3. financial bank account data, if we ask for it (for example, to make a payment or a refund)
2.1.1.4. identity verification copies of identification documents, such as passport, national ID card; driving license 

(for tutors; only if we request – for students); documents confirming education (for 
tutors); documents confirming the age (if we ask for them); any other information you 
provide us with, so that we could comply with our legal obligations and you could prove 
your eligibility to use the Services

2.1.1.5. additional links to your Google account; accounts on facebook.com, google.com, vk.com, ok.ru; 
level of knowledge (initial level and its progress); purpose of taking part in the classes; 
hobbies and interests; professional sphere; CVs (for tutors); country, city and school (for
the tutors and students taking part in our olympics); the disciplines, which the tutor 
teaches (for the tutors taking part in our olympics); level and name of the olympics 
classes, in which the tutor or the student participate (for the tutors and students taking 
part in our olympics); whether you open our emails and go via the links in them; photos,
audio and video recordings of the classes, in which you participate; information about 
engagement into the classes; record of your consent to use camera and microphone 
during the classes; recordings of phone conversations with the users, including the 
users in charge for launching corporate programs in their companies; correspondence 
with the users in charge for launching corporate programs in their companies

2.1.1.6. about the user, who is a 
minor (if applicable) – in addition 
to the other information

parent’s consent; parent information (full name, date of birth, gender, address (city and
region), phone number, Skype, email); family members; grade and school, where the 
user studies; subject of interest; additional courses, classes, etc. (e. g. tutors).

2.1.2. Information automatically collected. We automatically collect certain information when you visit, use or navigate 
the Platform. We need this information to maintain the security and operation of the Platform, and for our analytics and 
reporting purposes.
This information may include the information about computer or mobile device and their usage. The examples of such 
information are device information, internet protocol (IP) address, browser type and version, operating system, language 
settings, mobile network information, mobile operating system, type of mobile browser and version, current location, URL-
links, usage information, such as the time you enter and exit the Website, which pages you visit and which feature you use, 
technical information specified on the Platform, such as information about cameras, microphones, headphones and Internet 
speed (the “Usage Data”). 
2.1.3. Data we may collect from third parties. We may receive data about you from other sources, including third 
parties, which help us to update, expand, and analyze our records; prevent or detect fraud; process payments; or analyze how 
you use the Services (the “Third Party Data”).

3. USE OF DATA
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3.1. We use the personal information we collect via the Platform for the following purposes:

3.1.1. as it is necessary for our legitimate business interests; and/or
3.1.2. to enter into or perform a contract with you; and/or
3.1.3. as you have given consent, so that we process the information; and/or
3.1.4. to comply with our legal obligations. 

3.2. Please find the description how we use your Personal Data, on which legal bases we rely, what are our legitimate 
interests (where appropriate):

Type of data we use Purpose and/or activity and legal basis
3.2.1. the Submitted Data (1) to execute a contract about using the Platform between you and us at your 

initiative; and 
(2) perform this contract, which includes:
(i) creating and maintaining your account; 
(ii) establishing and maintaining a responsible commercial relationship with you;
(iii) fulfilling our obligations under the contract with you and guiding you through the 
contract performance;
(iv) enforcing our terms, conditions and policies for the Services

3.2.2. the Submitted Data, the 
Usage Data, the Third-Party Data

(1) to verify your identity – 
(i) to prevent fraud, deception and other illegal activities; and 
(ii) confirm your eligibility to use the Services; 
(2) improve our counter-fraud practices. 
It is our legitimate interest to ensure that the Platform is not used for fraud, and all the 
users are eligible to use it

3.2.3. the Submitted Data, the 
Usage Data

for our legitimate interests: communication with you and direct marketing. If you agree,
we will provide you with news, information about changes to the Services, special offers
and general information about other services we offer, similar to those that you have 
already purchased or enquired about

3.2.4. the Submitted Data; the 
Usage Data; the Third-Party Data

for our legitimate interests:
(1) to gather analysis or valuable information, so that we could evaluate and improve 
our Service;
(2) detect, prevent and address technical issues of our Platform;
(3) administer our Platform for internal operations, including troubleshooting, data 
analysis, testing, research, statistical and survey purposes; 
(4) ensure that we present the content of our Platform to you in the most effective 
manner;
(5) keep our Platform safe and secure

3.2.5. the Submitted Data, the 
Usage Data

to comply with our legal obligations:
(1) to respond in the course of legal, regulatory, arbitration procedures; 
(2) respond the requests for information, which are issued by public authorities or other
third parties; 
(3) prevent harm as legally required. 
If we receive a subpoena or other legal request, we may need to inspect the data we 
hold to determine, how to respond.

3.3. Please find the description of the information we use based on your consent:

User category Personal Data we process based on your consent
3.3.1. Students, including minors copy of identification document and bank account data 

(if requested); full name; email address; phone number; 
links to the student’s Google account; accounts on 
facebook.com, vk.com, ok.ru; whether you open our 
emails and go via the links in them; current location; 
gender; date of birth; photos, video and audio recordings
of classes; level of your knowledge (initial and its 
progress); purpose of taking part in the classes; hobbies 
and interests; professional sphere; whether the you open
our emails and goes via the links in them; information 
about engagement into the classes; recordings of phone 
calls. For minors, in addition to the information in this 
clause 3.3.1.: information about the student’s family 
members; information about the school, where the 
student studies; subjects of interest (e. g. English or 
math classes); additional courses, classes, etc. (e. g. 
tutors)

3.3.2. potential student (you register at the Platform 
but do not take any class)

full name; gender; email address; phone number; current
location; date of birth; level of knowledge; purpose of 
taking part in the classes; hobbies and interests; 
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User category Personal Data we process based on your consent
professional sphere; whether the user opens our emails 
and goes via the links in them; information about 
engagement into the classes; language; address (city 
and region); recordings of phone calls

3.3.3. user in charge for launching corporate program 
in your company

full name; email address; phone number; current 
location; recordings of phone conversations; 
correspondence

3.3.4. tutor copy of identification document; photo; gender; date of 
birth; photos, video and audio recordings of the classes; 
current location; information about education; exam 
certificates; CV; recordings of phone conversations

3.3.5. other contractor copy of identification document; current location; photo; 
gender; date of birth; recordings of phone calls

3.3.6. other minor student’s parent date of birth; gender; current location; recordings of 
phone calls

4. WHEN WE DISCLOSE INFORMATION TO THIRD PARTIES

4.1. We only share the information:

4.1.1. to comply with laws;
4.1.2. to protect your rights;
4.1.3. to fulfill the business obligations (for example, if it is necessary to engage a third party to provide you with the 
Services);
4.1.4. if you granted us your consent to do so.

4.2. By accepting the Policy, you agree that we may disclose the information about you only: 

4.2.1. to comply with laws. We may disclose your information where we are legally required to do so to comply with the 
applicable law, governmental requests, a judicial proceeding, court order, or legal process. For example, we may disclose the 
information in response to a court order, a subpoena, a public authorities’ request to meet national security or law 
enforcement requirements. We may also disclose your information when we conduct or cooperate in investigations of fraud or 
other illegal activity, to prevent and detect fraud or crime;
4.2.2. to allow third parties to render the services. We may share your data with business partners, service providers, 
contractors or agents performing the services for us or on our behalf and require access to such information to perform their 
obligations. The examples of such third parties’ services are payment processing, data analysis, email delivery, hosting, 
customer service, providing us with access to anti-fraud databases, screening. We may allow selected third parties to use 
tracking technology on the Platform, which will enable them to collect the data about how you interact with the Platform over 
time. We may also share the information about you with our affiliates. Affiliates include our parent companies and any 
subsidiaries, joint venture partners or other members of our group of companies. Our affiliates, partners and contractors will 
be required to meet our standards on processing data and security;
4.2.3. to transfer our business. We may share or transfer your information in connection with, or during negotiations of, 
any merger, sale of company assets, financing, or acquisition of all or a portion of our business to another company. We will 
provide you with the notice before your Personal Data are transferred and become subject to a different privacy policy;
4.2.4. if you agreed. We may disclose your Personal Data for other purposes described in section 5. if you granted us 
consent to do so.

5. WITH WHOM WE SHARE INFORMATION

5.1. Invoicing and Billing Providers 

5.1.1. We share and disclose your Submitted Data, including identification document number and/or issue date, copies of 
identification documents (for example, passport), to the Invoicing and Billing Providers:

Invoicing and Billing 
Provider

Where you can read its privacy policy (if any)

5.1.1.1. ECOMMPAY https://ecommpay.com/privacy-policy/
5.1.1.2. Yandex.Kassa https://yandex.ru/legal/confidential/
5.1.1.3. Alfa Bank https://alfabank.ru/about/personal_politics/
5.1.1.4. PayPal https://www.paypal.com/cy/webapps/mpp/ua/privacy-full
5.1.1.5. Qiwi https://static.qiwi.com/business/qiwi_bank/about/reports/policy_regarding_of_personal_data.pdf

5.1.2. We share and disclose your Submitted Data to the Invoicing and Billing Providers only if they ask for them. If you do 
not use the Invoicing and Billing Providers on our Platform, we will not share your Submitted Data with them even if they ask.
5.1.3. We don’t collect or store your payment card details. You provide with this information our Invoicing and Billing 
Providers. Their privacy policies govern, how they use your Submitted Data. 

5.2. Storage Providers

We store the data on our secured servers in Russia.:
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Storage provider Who operates it Where can you read the privacy policy
5.2.1. Selectel Selectel LLC, Liter A, 21, Tsvetochnaya 

street, Saint Petersburg, 196084, Russia
https://selectel.ru/en/about/documents/personal-
data/ 

5.3. Advertising Platforms and Applications

The platforms, which we use for advertising, allow us to optimize and serve advertising based on the use of the Platform by 
tracking the Usage Data and by using cookies.
Advertising 
Platform

Who operates it Purpose, for which we 
use it

Who and how 
stores and 
processes the 
data

Where can you 
read the privacy
policy

How can you opt
out

5.3.1. Vkon
takte Ads 
Pixel

 “Vkontakte”: V 
Kontakte LLC, 
prem. 1-N, bld. 
12-14, Lit. A, 
Khersonskaya st., 
St. Petersburg, 
Russia, 191024

(1) to track your 
actions after you have 
been forwarded to our 
Platform by clicking a 
Vkontakte 
advertisement;
(2) to measure the 
effectiveness of 
Vkontakte ads for 
market research and 
statistical purposes, in 
particular, to better 
understand and deliver
ads and make them 
more relevant to you

Vkontakte. 
The data are 
anonymous to 
us

https://vk.com/
privacy 

through: 
(1) accessing 
Vkontakte’s 
support at 
https://vk.com/s
upport?
act=home; 
(2) searching for 
“opt out pixel 
ads”; (3) clicking
contact us in the
line “If you 
trouble finding 
the right article, 
contact us.” You 
can do so both 
for Vkontakte 
Ads Pixel and 
cookies

5.3.2. Yand
ex.Direct

“Yandex”: 
Yandex LLC, 16 
Lva Tolstogo St., 
Moscow 119021, 
Russia. It is 
represented – 
(1) for users in 
the European 
Economic Area 
(the “EEA”), or 
Switzerland by 
Yandex Oy, 
Moreenikatu 6, 
04600 Mantsala, 
Finland; 

(1) to track users’ 
actions after they have 
been forwarded to our 
Platform by clicking the
Yandex advertisement;
(2) to measure the 
effectiveness of 
Yandex.Direct for 
market research and 
statistical purposes, in 
particular, to better 
understand and deliver
ads and make them 
more relevant to you

Yandex https://
yandex.ru/
legal/
confidential/

through your 
Yandex account 
settings

5.3.3. Beeli
ne

“Beeline”: PJSC 
“VimpelCom”, 
building 14, 10, 
Vosmogo Marta 
street, Moscow, 
127083, Russia

to measure the 
effectiveness of ads at 
the Beeline’s website 
for market research 
and statistical purposes

Beeline https://
static.beeline.ru
/upload/
images/
politica2712201
7.pdf. Available 
in Russian only.

through making 
a request to us 
via email 
(section 15.)

5.3.4. MTS “MTS”: MTS PJSC,
4, Marxistskaya 
street, Moscow, 
109147, Russia

to measure the 
effectiveness of ads at 
the MTS’s website for 
market research and 
statistical purposes

MTS https://
moskva.mts.ru/
upload/
contents/
10647/
policy_personal_
data_mts.pdf. 
Available in 
Russian only

through making 
a request to us 
via email 
(section 15.)

5.3.5. Mega
fon

“Megafon”: PJSC 
“Megafon”, 41, 
Oruzheiny lane, 
Moscow, 127006, 
Russia

to measure the 
effectiveness of ads at 
the Megafon’s website 
for market research 
and statistical purposes

Megafon https://
corp.megafon.ru
/ai/document/
6755/file/
poloxhenie_ob_o
brabotke_perso

through making 
a request to us 
via email 
(section 15.)
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Advertising 
Platform

Who operates it Purpose, for which we 
use it

Who and how 
stores and 
processes the 
data

Where can you 
read the privacy
policy

How can you opt
out

nalnih_dannih_v
_pao_megafon.p
df. Available in 
Russian only

5.4. Marketing and Analytics Platforms

We share and disclose your cookies and Usage Data for the web and mobile analytics purposes and to personalize the content 
on our Platform: for example, to offer you not all our Services, but the ones, in which you might be interested.

Provider Who operates it Purpose, for which 
we use it

Where can you read 
the privacy policy

How can you opt out 
transmitting and 
processing the data 
generated by cookies by 
third party provider

5.4.1. Yandex.Metr
ika

the Yandex (1) to track the 
Website traffic and 
your behavior at 
the Platform;
(2) analyze, how 
you use the 
Platform to 
improve its 
performance and 
manage 
advertising 
placements based 
on your interests 
and preferences

https://yandex.ru/
legal/confidential/

by installing the add-on for 
your browser: 
https://yandex.com/support
/metrica/general/opt-
out.html

5.5. Identification Services Provider

We share and disclose the tutors and other contractors’ Submitted Data, including copies of identification documents, such as 
passport; national ID card; driving license with Sumsub:

Provider Who operates it Purpose, for which we use it Where can you read
the privacy policy

Sumsub Sum and Substance Ltd, 80 Wood Ln, 
Central Working White City, London, 
United Kingdom, W12 0BZ

to verify the identity of the 
tutors and other contractors

https://
sumsub.com/
privacy-and-cookie-
policy/

5.6. Support Software Providers

We share and disclose your Submitted Data, including first name, last name, phone number, email address, gender, location 
and social networks profiles to arrange customer support with:

Provider Who operates it Purpose, for which we use it Where can you read the 
privacy policy (if any)

5.6.1. UseDesk Blizhe k delu LLC, rab 3, 
prem. 1, floor 2, 5, Nobel 
street, territory of Skolkovo 
innovation center, Moscow, 
121105, Russia

to communicate with our 
customers and with interested 
parties and answer their enquiries 
and requests

https://usedesk.com/privacy

5.6.2. Omnidesk OMNI SUPPORT SYSTEMS LP,
39/5 Granton Crescent, 
Edinburgh, United Kingdom, 
EH5 1BN

to communicate with our 
customers and with interested 
parties and answer their enquiries 
and requests

https://omnidesk.ru/files/
personal_data_policy.pdf (in 
Russian only)

5.6.3. Autofaq to communicate with our 
customers and with interested 
parties and answer their enquiries 
and requests

5.7. CRM Providers

5.7.1. We share and disclose the Personal Data of the the users, who are in charge for launching corporate programs in their
companies, such as names, phone numbers, emails, recordings of phone conversations and correspondence with them, with 
the Pipedrive:
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Provider Who operates it Purpose, for which we use it Where can you read
the privacy policy

AmoCRM JSC «AmoCRM» 121205, Bolshoi blvd, 42/1,4th 
floor, room 1448 RМ 6, Moscow Innovation 
center «Skolkovo» territiory.

(1) to process the users’ 
enquiries; 
(2) to manage existing and 
potential customers

https://
www.amocrm.ru/
confidence/

5.7.2. We share the Personal Data of the the tutors, such as full name, email address, passport data, phone number, 
education, photos and video recordings of the classes they participate with:

Provider Who operates it Purpose, for which we use it Where can you read
the privacy policy

5.7.2.1. Megaplan Megaplan LLC, E-1, premises 25, 14, 
Shuhova street, Moscow, 115162, 
Russia

to manage existing and 
potential tutors

https://
megaplan.ru/
public/docs/
politic.pdf (available
in Russian only)

5.7.2.2. Yandex.Connect the Yandex to manage existing and 
potential tutors

https://yandex.ru/
legal/confidential/

6. USE OF COOKIES

6.1. How we Use Cookies

6.1.1. We use cookies to distinguish you from other users of our Platform. This helps us to improve your experience and the 
Platform itself: we store your preferences and analyze, how you use the Platform. 
6.1.2. A cookie is a small amount of data, which are stored in your web browser while you are browsing our Platform. Our 
Website sends cookies to your browser; your device stores them. We assign a different cookie to each device, which accesses 
our Platform. Using cookies will not give us access to any data on your device other than the data stored in the cookie. The 
cookies we collect do not store your Personal Data such as name or your address.
6.1.3. The cookies are stored permanently, not just for a session period. However, you can easily delete cookies in the web 
browser settings. You can learn more about cookies management in section 6.3..
6.1.4. By using the Platform, you consent to the use of cookies as specified in the Policy.

6.2. Types of Cookies we Use

Cookies Type Why do we use them. Other comments
6.2.1. essential cookies they are necessary to operate our Platform. Without the use of these cookies, some 

parts of our Platform would not function
6.2.2. functional cookies we use them to identify your preferences and customize the Platform subject to them. 

Functional cookies allow us to remember the choices you have made on our Platform 
and store information that you have already provided (e. g. login, username, language 
and other preferences) to enhance your browsing experience. These features help us 
to improve your visit to the Platform

6.2.3. analytical and 
performance cookies

they: (1) collect the information about how you use our Platform, including to which 
pages you go most often; (2) allow us to see the patterns of how you use the Platform; 
and (3) help us to record any errors appearing during your use of the Platform. These 
cookies do not identify you and all the information is anonymous to us. We use it only 
to improve functioning and performance of our Platform. We may engage third parties 
to track and analyze, how you use our Platform, as described in the Policy

6.2.4. third party 
cookies

some of our third party service providers use their own cookies on our Platform and we 
do not control such cookies. Third parties use their cookies for analytical and targeting 
purposes. Using the information, which third parties collect using their cookies, is 
governed by their privacy policies. This Policy does not cover the use of cookies by any 
third party service provider. Please, see section 5. to know, with whom we share the 
information.

6.3. Cookies Management

6.3.1. You can customize cookies, delete or refuse all the cookies any time: just activate the setting of your browser, which 
allows you to refuse the cookies. Please, note that this can lead to impossibility to access certain functions of the Platform.
6.3.2. For more information about the cookies management, including refusal from them, please refer to the settings of the 
browsers: Chrome, Edge, Firefox, Internet Explorer, Opera, Safari. You can also opt out the cookies, which are used by Google, 
Facebook Vkontakte, as specified in clauses Error: Reference source not found–Error: Reference source not found.

7. SOCIAL NETWORK LOGIN 

Our Platform gives you an option to register and log in using your account in Facebook, Vkontakte or Google. If you choose to 
log in using your social networky account, the social network provider will share your Personal Data with us. By logging in 
using your social network account you are authorizing us to collect, store, and use in accordance with the Policy any and all 
data, with which you have authorized the social network provider to provide us. Such data include: (1) “general” category of 

7

https://support.apple.com/guide/safari/manage-cookies-and-website-data-sfri11471/mac
https://help.opera.com/en/latest/web-preferences/#cookies
https://support.microsoft.com/en-us/help/17442/windows-internet-explorer-delete-manage-cookies
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences
https://support.microsoft.com/en-us/help/4468242/microsoft-edge-browsing-data-and-privacy-microsoft-privacy
https://support.google.com/chrome/answer/95647?co=GENIE.Platform%3DDesktop&hl=en
https://yandex.ru/legal/confidential/
https://yandex.ru/legal/confidential/
https://megaplan.ru/public/docs/politic.pdf
https://megaplan.ru/public/docs/politic.pdf
https://megaplan.ru/public/docs/politic.pdf
https://www.amocrm.ru/confidence/
https://www.amocrm.ru/confidence/
https://www.amocrm.ru/confidence/


SKYENG

REG.№: 1187700001686

109004, Alexander Solzhenitsyn st., 23А, bld. 1, flat. Эт/Пом/Ком 3/Ш/1-7,
Moscow, Russia

the Personal Data – your first and last name, gender, date of birth, location, username, e-mail address, phone number, links to 
other social networks accounts, list of friends; (2) sensitive data like your photo; (3) any other data you have chosen to make 
available. The data we receive from the social network provider depend on your settings and their privacy policy. We will use 
the received data only for the purposes that are described in the Policy.

8. TRANSFER OF YOUR INFORMATION 

8.1. The countries, to which we or the third parties we engage transfer your data are the participants of Convention for the
Protection of Individuals with regard to Automatic Processing of Personal Data. So, we take reasonable security measures, 
which the applicable laws prescribe, to ensure that your data are properly protected when they are transferred outside your 
jurisdiction.

8.2. By accepting the Policy and providing us with your Personal Data, you agree to such transfers. If you don’t agree to 
such transfers, you will no longer be able to use the Platform. If you are a resident in the EEA, we may transfer your data 
outside the EEA to fulfill our contract with you (to provide you with the Service), as we provide an international service. When 
we make such transfers, we: (1) comply with our legal and regulatory obligations; and (2) implement the appropriate 
safeguards such as executing standard data protection clauses. We will take all the steps to ensure that your data are treated 
securely and in accordance with the Policy. 

8.3. The Policy applies regardless of the location, in which we store or process your Personal Data.

8.4. Where we have given you (or where you have chosen) a password, which enables you to access our Platform, you are 
responsible for keeping this password confidential. Please, do not to share a password with anyone.

9. RETENTION OF YOUR INFORMATION

9.1. The retention period of your data depends on your user category:

User category Retention period
9.1.1. student 84 months after you take the last class at the Platform
9.1.2. potential student (you register at the Platform 
but do not take any class)

mandatory period prescribed by law (if any)

9.1.3. user in charge for launching corporate program 
in your company

84 months after the last student from such user’s 
company takes the last class at the platform. Exception: 
we are informed that such user resigned or was fired 
from the company; if so, we will delete or anonymize his 
or her Personal Data within 1 business day after we get 
the information;

9.1.4. tutor 84 months after you teach the last class at the Platform
9.1.5. our other contractor handling the Personal Data 1 month after we terminate the agreement with you;
9.1.6. student or tutor taking part in our olympics, 
such student’s parent

1 month after our olympics ends, in which you take (or 
your child takes) part

9.1.7. other minor student’s parent 84 months after your child takes the last class at the 
Platform.

9.2. A longer retention period may be required or permitted by law.

9.3. After the retention period ends, we will: 

9.3.1. delete your Personal Data; or 
9.3.2. anonymize them, so that they can no longer be associated with you.
We may use such anonymized data for research or statistical purposes or to improve our Services. We may use them 
indefinitely without further notice to you.

9.4. We have to store within the mandatory period (if any) even the Personal Data, which we collected when you register 
an account at the Website but do not activate it (for example, do not complete verification) or do not make a payment to start 
using the Services. This clause 9.4. is applied only if the mandatory period is prescribed by our legal and contractual 
obligations.

10. SECURITY OF DATA

We adopt appropriate physical, electronic, management and technical measures to protect the security of any Personal Data 
we process. However, please also remember that we cannot ensure or warrant the security of your data, which you transmit to
our Platform. Although we will do our best to protect your Personal Data, transmission of the Personal Data to and from our 
Platform is at your own risk. Please, access the Services only in a secure environment: for example, use firewalls, choose the 
provider, which encrypts the traffic, etc. After we receive the Personal Data, we use strict procedures and security features to 
try to prevent unauthorized access. However, we will not be liable for any damages, which relate to unauthorized access to the
Personal Data.
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11. MINORS’ PRIVACY

11.1. Our Services are for general audience and can be used by minors. Minors can access some publicly available parts of 
the Website and its content without providing us with Personal Data. However, the minors, who wish to get access to all the 
content and features of our Services, have to register with us. This requires collecting certain Personal Data from them. We 
may ask you to provide us with the information and documents confirming the age. If the you are a minor, we may require to 
provide us with the documents confirming your emancipation or legal consent of your parent or legal guardian.

11.2. In addition, we use certain technologies, such as cookies, to automatically collect information from our users 
(including minors) when they visit or use the Platform. We collect, process, store and disclose the minors’ data as described in 
the Policy.

12. YOUR DATA PROTECTION RIGHTS

12.1. Your data protection rights are:

Right What you may do How to execute the right
12.1.1. to access the Personal 
Data

(1) obtain a confirmation, if we process your 
Personal Data;
(2) access your Personal Data and the 
information, how we use your Personal Data

please, contact us, as specified
in section 15.

12.1.2. to rectify inaccurate 
data

request that any incomplete or inaccurate 
Personal Data about you are corrected

please, contact us, as specified
in section 15.

12.1.3. to object to processing object to processing your Personal Data if we 
process them based on the legitimate interests 
(please, see the examples of our legitimate 
interests in clauses 3.2.2.–3.2.4.), use them for 
direct marketing or statistical purposes

please, contact us, as specified
in section 15.

12.1.4. to make us your data 
portable

request that in certain circumstances we provide 
you with a copy of your Personal Data in 
structured, commonly used and machine-
readable format

please, contact us, as specified
in section 15.

12.1.5. to have your data 
erased

request that we delete your Personal Data in 
some circumstances – for example, we no longer 
need them, or you withdraw your consent, which 
was the basis for processing

please, contact us, as specified
in section 15.

12.1.6. to withdraw consent to
processing the data

withdraw your consent for processing of your 
Personal Data

please, contact us, as specified
in section 15.

12.1.7. to restrict the 
processing

ask to restrict or stop collection, use, processing 
and/or disclosure of your Personal Data

please, contact us, as specified
in section 15.

12.1.8. to withdraw consent to
electronic marketing

opt out receiving our marketing emails please, contact us, as specified
in section 15. or click the 
unsubscribe link in any our 
marketing email

12.1.9. to be informed about 
the safeguards, which we 
arrange the data transfer to a 
third country or an international
organization

ask us about these safeguards please, contact us, as specified
in section 15.

12.1.10. to file complaints to complain to a data protection authority about 
our collection and use of your Personal Data

please, contact your local data 
protection authority

12.2. Please, keep in mind that there may be exceptions to these rights under the Cyprus data protection law, with which 
we must comply, or under the legislation, with which a data processor we engage must comply. Thus, we may reject the 
request about execution of your rights where permitted or required by these laws.

12.3. If we reject your request, we will describe the grounds for it in our response. In any case, you may file a complaint for 
our refusal to the supervisory authority.

12.4. Please, note that we may ask you to verify your identity before we respond the request and, in certain circumstances,
charge a fee to cover our costs. Our time limit to respond is one month after we receive the request. If it takes longer to 
process your request, we will notify you. In any case, we cannot extend the response timeframe for more than two months 
after the first month for response passes. This clause 12.4. is not applied to your requests, which are specified in 
clauses 12.1.8., 12.1.10..

12.5. If you opt out our marketing emails (clause 12.1.8.), we will still need to send you Services-related emails, which are 
necessary to administrate and use your account. 
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13. AUTOMATED DECISION MAKING

We don’t apply automated decision making (making user profiles based on the Personal Data, etc.).

14. CHANGES TO POLICY

We may modify the Policy at any time. If we make material changes to the Policy, we may notify you on our Platform or via 
email. We will also change the version number and issue date at the beginning of the Policy. Any changes we make to the 
Policy are effective on or after the issue date. Each new version replaces any prior version of the Policy. We encourage you to 
review the Policy frequently to be informed of how we are protecting your information.

15. CONTACT US 

If you have questions, comments or requests, which relate to the Policy, please contact our Data Protection Officer at 
[privacy@skyeng.com].

16. INTERPRETATION

16.1. References to clauses and sections mean references to clauses and sections of this Policy. Expression “including” 
and other similar expressions mean including, without limitation. 

16.2. The definitions in the Policy shall have the following meanings:

16.2.1. Beeline has the meaning specified in clause 5.3.3.;
16.2.2. Company has the meaning specified in clause 1.2.;
16.2.3. Invoicing and Billing Providers has the meaning specified in clause 5.1.1.;
16.2.4. Megafon has the meaning specified in clause 5.3.5.;
16.2.5. MTS has the meaning specified in clause 5.3.4.;
16.2.6. Personal Data has the meaning specified in clause 1.2.;
16.2.7. Platform has the meaning specified in clause 1.1.;
16.2.8. Policy has the meaning specified in clause 1.1.;
16.2.9. Services has the meaning specified in clause 1.1.;
16.2.10. Submitted Data has the meaning specified in clause 2.1.1.;
16.2.11. Third Party Data has the meaning specified in clause 2.1.3.;
16.2.12. Usage Data has the meaning specified in clause 2.1.2.;
16.2.13. Vkontakte has the meaning specified in clause 5.3.1.;
16.2.14. we has the meaning specified in clause 1.2.;
16.2.15. Website has the meaning specified in clause 1.1..
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